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Abstract: In recent years, we have witnessed a dramatic increase in the application of Machine
Learning (ML) algorithms in several domains, including the development of recommender
systems for software engineering (RSSE). Among others, library and APl recommender
systems have gained momentum as they became more successful at suggesting third-party
libraries, API calls or code snippets. While these systems have proven to be effective in terms of
prediction accuracy, there has been less attention for what concerns such recommenders’
resilience against adversarial attempts. In fact, by crafting the recommenders’ learning material,
e.g., data from large open-source software (OSS) repositories, hostile users may succeed in
injecting malicious data, putting at risk the software clients adopting RSSE.

In this seminar, we are going to present an empirical investigation of adversarial machine
learning techniques and their possible influence on RSSE. The evaluation performed on
different RSSE reveals a worrying outcome: all of them are not immune to malicious data. The
obtained result triggers the need for effective countermeasures to protect recommender
systems against hostile attacks disguised in training data.

The main topics presented in the seminar are as follows:

e Adversarial machine learning in Software Engineering.
e Possible countermeasures.

Short bio: Dr. Phuong Nguyen obtained a Ph.D. in Computer Science from
Friedrich-Schiller-Universitat Jena (Germany). He has worked as a research and teaching
assistant at various universities in Vietham. In 2014, Phuong was a postdoctoral researcher at
Politecnico di Bari (ltaly), working with recommender systems, Semantic Web, and Linked Data.
After that, from August 2017 to January 2022, Phuong held a position as a postdoctoral
researcher at Universit'a degli Studi dell’Aquila (ltaly). Since February 2022, he has been a
tenure track assistant professor at the same university, doing research in Software Engineering,
Model-Driven Engineering, and Machine Learning. His research interests include Machine
Learning developments in Software Engineering and Model-Driven Engineering with
applications in computer networks, semantic web, recommender systems, and
classification/clustering of modeling repositories. Phuong has worked on different European
projects including CROSSMINER and TYPHON, defining recommender systems to support
software development and design of hybrid persistence systems.
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TS. Nguyén Thanh Phuwong tt nghiép Ky sw va Thac sT CNTT, Pai hoc Bach Khoa Ha N6i nam
2002 va 2004. Sau d6 nam 2012, anh Phwong ldy bang Tién si Khoa hoc May tinh tai Pai hoc
Téng hop Jena, CHLB Puc. Khi vé nwéc, anh tham gia gidng day hé dai hoc, cao hoc cho Dai
hoc FPT, Dai hoc Duy Tan. Trong khodng th&i gian mét nam (2014 dén 2015), TS. Phuong lam
nghién cru sinh sau tién si tai Dai hoc Bach Khoa Bari, Cbéng hoa Y. T nam 2017, TS.
Phwong tiép tuc 1am nghién clru sinh sau tién si tai Dai hoc Téng hop L'Aquila, Cong hoa Y, va
cho t&i nam 2022 thi dwgrc nhan vi tri gido sw tap sw (Tenure track assistant professor) ciling tai
do.

Cac chi dé nghién cru ma TS. Phuwong thwc hién 1a vé hé khuyén nghi (Recommender
Systems), Hoc may va hoc sau (Machine Learning, Deep Learning), va trng cac dung trong
nganh Cong nghe phan mém (Software Engineering) dac biét 1a dé khai thac cac kho di¥ liéu
ma ngudn mé& (GitHub, Maven, Stack Overflow), Chan doan hinh anh Y khoa (Diagnostic
Imaging). Anh Phwong da xuét ban hon 50 bai bao, trong d6 ¢6 nhiéu bai trén cac tap san va
héi thdo quéc té dwoc xép hang cao nhw IEEE Transactions on Software Engineering (TSE),
Elsevier Journal of Systems and Software (JSS), Elsevier Expert Systems with Applications
(ESWA), International Conference of Software Engineering (ICSE), va International Conference
on Automated Software Engineering (ASE).

Ngoai cong viéc nghién clru, TS. Phwong la Phé Téng bién tap (Associate Editor) clia tap san
Applied Intelligence (Scimago Q2, IF=4.760) (https://www.springer.com/journal/10489/editors),
va la thanh vién cua Ban Bién tap The Journal of Universal Computer Science (Scimago Q2)
(https://bit.ly/3NRnsve). TS. Phwong tham gia gidng day nhiéu mén, trong d6 cé mén Phwong
phap nghién ciru khoa hoc vé cach thirc viét bai bao, tré I&i binh duyét.

Cac chu dé chinh sé trinh bay trong bubi seminar tai VIASM, ngay 18/08/2022.

1. Mot sb ky thuat thay dbi div liéu dé lam sai léch (gay tac dong xau) téi hé khuyén nghi
trong Cong nghé phan mém (Recommender Systems in Software Engineering).

Mot s6 cha de nghién ctru dang dwgc quan tam hién nay trong Cong nghé phan mém.
Théng tin vé mét sé chwong trinh hoc bdng tién si va sau tién sitai Y.
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